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DETAILED ACTION 



1. Claims 1-1 1 and 22-32 have been examined and are pending with this action. 



Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1 ) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

2. Claims 1-3, 8, 9, 22-24, 26, 30-32 are rejected under 35 U.S.C. 102(b) as being 
anticipated by Kerr et al (US 6,243,667 B1). 

As per claims 1 and 22, Kerr teaches a method and a machine-readable medium 
having stored thereon data representing instructions that, if executed by one or more 
processors of a network device, cause the one or more processors to perform the 
method comprising: receiving a packet at a network device (see col.3, lines 55-56), the 
packet including a header (see col.3, lines 58-59) and a payload (implicit); tagging the 
packet, by a first packet-processing application of a plurality of packet processing 
applications, with a cache lookup key based upon original contents of the header, the 
cache lookup key indicating where in a unified cache a cache entry corresponding to the 
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packet will be stored (see col. 3, lines 65-67; col .4, lines 8-1 1 ; and col. 6, lines 32-41 & 
50-53); and those of the plurality of packet-processing applications attempting to access 
the cache entry from the unified cache subsequent to the tagging by the first packet- 
processing application using the cache lookup key rather than generating a new cache 
lookup key based upon current contents of the header (see col.4, lines 1-7). 

As per claims 2 and 23, Kerr further teaches wherein said tagging the packet with 
a cache lookup key comprises populating a lookup key field of an internal packet 
descriptor corresponding to the packet with a hash value (see col.4, lines 8-1 1 ). 

As per claims 3 and 24, Kerr teaches wherein the packet comprises an Internet 
Protocol (IP) packet and the cache lookup key is based upon a source IP address of the 
header, a destination IP address of the header, a source port of the header, a 
destination port of the header, and a protocol value in the header (see col. 3, lines 3-5 & 
58-65). 

As per claim 8, Kerr teaches a method comprising the steps of a step for 
determining whether a cache lookup key is present in a packet descriptor associated 
with a received packet (see col.3, line 65-col.4, line 7); a step for performing a lookup in 
a unified cache with the cache lookup key if it is determined that the cache lookup key is 
present in the packet descriptor (see col.4, lines 1-2); a step for creating a new cache 
entry in the unified cache based upon information in a header of the received packet 
and tagging the packet if it is determined that the cache lookup key is not present in the 
packet descriptor or the lookup does not locate an appropriate existing cache entry (see 
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col.4, lines 2-5); and a step for updating an existing cache entry with module-specific 
information (see col. 8, lines 45-49). 

As per claims 9 and 30, Kerr further teaches wherein the unified cache is 
implemented as a hash table and tagging the packet comprises generating a hash value 
based upon at least a source address and a destination address in the header and 
storing the hash value in the packet descriptor (see col.3, lines 58-65; col.4, lines 8-11; 
and col. 10, lines 41-48). 

As per claim 26, Kerr further teaches wherein the plurality of packet-processing 
applications are distributed among at least two processors of the network device (see 
Fig.1, #140 & #540). 

As per claim 31 , Kerr further teaches wherein the network device comprises a 
router (see abstract and col.1, lines 18-19). 

As per claim 32, Kerr further teaches wherein the network device comprises a 
switch (see col.1, lines 18-19). 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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3. Claims 4, 5, 10, 25, and 27 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Kerr et al (US 6,243,667 B1) in view of Reid et al. (US 6,182,226 B1). 

As per claims 4, 10, 25, and 27, Kerr teaches all the limitations including wherein 
the plurality of packet-processing applications includes applying packet filtering (see 
col.6, lines 50-53) and packet routing or forwarding (see col.1, lines 58-61), but he does 
not explicitly teach wherein the plurality of packet-processing applications includes 
applying one or more of Network Address Translation (NAT). Reed teaches of packet- 
processing applications includes applying one or more of Network Address Translation 
(NAT) (see col.6, lines 47-52). It would have been obvious to one of ordinary skill in the 
art at the time the invention was made to employ the teachings of Reed within the 
system of Kerr by implementing Address Translation (NAT) because Kerr teaches that 
in embodiments where the data packets are saved, it would be desirable to perform a 
name/address translation (see Kerr: col. 10, lines 13-19). 

As per claim 5, Kerr further teaches wherein the plurality of packet-processing 
applications are distributed among two or more processors of the network device (see 
claim 26 rejection above). 

Allowable Subject Matter 

4. Claims 6-7, 1 1 and 28-29 are objected to as being dependent upon a rejected 
base claim, but would be allowable if rewritten in independent form including all of the 
limitations of the base claim and any intervening claims. 
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The following is a statement of reasons for the indication of allowable subject 
matter: 

Prior art of record does not explicitly disclose, teach, or suggest wherein the first 
packet-processing application comprises a NAT process that modifies the header of the 
packet, and wherein the method further comprises the NAT process initiating a second 
packet-processing application of the plurality of packet-processing applications and 
providing the tagged packet to the second packet-processing application as recited in 
claim 6. Claim 7 depends on claim 6 and thus would be allowable if claim 6 is rewritten 
in independent form including all of the limitations of the base claim and any intervening 
claims. 

Prior art of record does not explicitly disclose, teach, or suggest of a step for 
conveying the cache lookup key from the NAT packet-processing task to the packet 
filtering packet-processing task as recited in claim 1 1 . 

Prior art of record does not explicitly disclose, teach, or suggest wherein the first 
packet-processing application comprises a NAT process that modifies the header of the 
packet, wherein the instructions further cause the one or more processors to: provide 
the tagged packet to a second packet-processing application of the plurality of packet- 
processing applications; and initiate the second packet-processing application of the 
plurality of packet-processing applications subsequent to the NAT process as recited in 
claim 28. Claim 29 depends on claim 28 and thus would be allowable if claim 28 is 
rewritten in independent form including all of the limitations of the base claim and any 
intervening claims. 
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5. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Michael YWon whose telephone number is 571-272- 
3993. The examiner can normally be reached on M-Th: 7AM-5PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Hosain T Alam can be reached on 571-272-3978. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 

Michael Won 





March 17, 2005 



SUPERS 



